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O v e r v i e w

OWASP AntiSamy Pro jec t  tha t  p rov ides  XSS c l eanup  ope ra t i ons
to  ColdBox appl icat ions  

C u s t o m  P o l i c i e s

The Ant iSamy p lug in  comes  wi th  severa l  bo i le rp la te  po l ic ies  tha t  you  can  use ,  bu t  we  recommend
crea t ing  your  own pol icy  to  match  your  requi rements .  Once  you  do  th i s ,  you  can  eas i ly  in tegra te  i t  in to
the  p lug in  in  th ree  s t eps :  

Crea te  a  pol icy  f i le  based  on  the  ones  sh ipped and s tore  i t  wherever  you l ike  in  your  appl ica t ion .  1 .
Crea te  a  cus tom se t t ing  in  your  appl ica t ion  wi th  the  pa th  to  th i s  cus tom f i le :  
A n t i S a m y _ C u s t o m _ P o l i c y 

2 .

// custom settings
settings = {
 AntiSamy_Custom_Policy = expandPath("/#appMapping#/includes/MyAntiSamy.xml")  
};

3.  You can now cal l  the  Ant iSamy's  HTMLSanitizer() me thod  wi th  c u s t o m as  the  pol icy  to  use .  

clean = getPlugin("AntiSamy").HTMLSanitizer(rc.text,"custom");

H t m l S a n i t i z e r

clean HTML from XSS scr ip ts  us ing the  Ant iSamy projec t .  The avai lable  pol ic ies  are  ant isamy,
ebay ,myspace  o r  s l a shdo t  

R e t u r n s

This  func t ion  re tu rns  A n y 

A r g u m e n t s

K e y T y p e R e q u i r e d D e f a u l t D e s c r i p t i o n 

H t m l D a t a  s t r i n g  Yes --- The  h tml  tex t  to  sani t ize  

PolicyFile s t r i n g  N o  m y s p a c e  
Provide pol icy f i le  to  scan html.  Available opt ions
a r e :  a n t i s a m y ,  e b a y ,  m y s p a c e ,  s l a s h d o t ,  c u s t o m

r e su l t sOb jec t  b o o l e a n  fa l se  fa l se  
Re turn  the  c leaned  HTML or  the  resu l t s  ob jec t .  By
defaul t  i t  i s  the  c leaned HTML 

C o n t e n t s

Explor ing  the  Ant iSamy Plugin 
Overv iew 
Cus tom Pol ic ies 
H tmlSan i t i z e r 
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Pol ic ies 
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E x a m p l e s

// Clean a single variable
rc.cleanData = getPlugin("AntiSamy").HtmlSanitizer(rc.comments);
rc.cleanData = getPlugin("AntiSamy").HtmlSanitizer(rc.comments,"ebay");

// Clean the entire request collection
for(key in rc){
  if( isSimpleValue(rc[key]) ){
    rc[key] = getPlugin("AntiSamy").HtmlSanitizer(rc[key]);
  }
}

clean = getPlugin("AntiSamy").HTMLSanitizer(rc.text,"custom");

P o l i c i e s

The pol ic ies  tha t  we offer  are  a l l  the  pol ic ies offered by the  OWASP Antisamy project :  

E b a y  
S la shDot  
Ant iSamy 
M y S p a c e  
Custom (Only  i f  you declare  the  A n t i S a m y _ C u s t o m _ P o l i c y s e t t i ng )
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