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C o l d F u s i o n  S Q L  I n j e c t i o n
P r o t e c t i o n  B e s t  P r a c t i c e s

I n t r o d u c t i o n

This  sec t ion  de l inea tes  some bes t  p rac t ices  when  dea l ing  wi th  SQL in jec t ion
a t tempts  or  jus t  p la in  o ld  URL/FORM var iab le  manipula t ions ,  when bui ld ing
ColdFus ion  web appl ica t ions .  

U n d e r s t a n d i n g  T h e  H T T P  M e t h o d s

Firs t  of  a l l ,  you a lso  need to  unders tand what  a  POST,  GET,  DELETE,  PUT are
used  for .  The  method  a t t r ibu te  o f  the  FORM element  spec i f ies  the  HTTP
method  used  to  send  the  fo rm to  the  p rocess ing  agen t .  Th i s  a t t r ibu te  may  t ake
the fol lowing values:  

GET:  With the  HTTP GET me thod ,  t he  fo rm da ta  s e t  i s  appended  to  t he
URI speci f ied  by the  ac t ion  a t t r ibute  (wi th  a  ques t ion-mark ("?")  as
separa to r )  and  th i s  new URI  i s  sen t  to  the  p rocess ing  agen t .  
POST,PUT,DELETE:  The  form data  se t  i s  inc luded in  the  body of  the
form and  sen t  to  the  p rocess ing  agen t ,  wi th  expec ta t ions  o f  e i the r  a  save ,
upda t e  o r  de l e t e .  

T h e  GET me thod  shou ld  be  used  when  the  fo rm i s  idempoten t  ( i . e . ,  causes  no
s ide-e f fec t s ) .  Many da tabase  searches  have  no  v i s ib le  s ide  e f fec t s  and  make
idea l  appl ica t ions  for  the  GET"' method. If the service associated with the
processing of  a form causes side effects ( for example,  i f  the form modifies a
database or subscription to a service), the POST,PUT, or  DELETE me thod  shou ld
be  used .  

The  mos t  impor tan t  f ac t  i s  tha t  the  GET me thod  shou ld  be  used  fo r  i dempo ten t
t ransac t ions .  Here  i s  the  def in i t ion  for  idempoten t :  
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" Idempo ten t  ope ra t ion  means  tha t  i t  c an  be  r epea t ed  wi thou t  caus ing
any  e r rors  o r  incons i s tenc ies  i f  the  opera t ion  i s  ca r r ied  ou t  once  or
many  t imes" .  

Thanks  to  Roger  Benningf ie ld :  

"Al lowing  GET reques t s  to  change  the  s ta te  o f  se rver  resources  can
be  a  very  dangerous  game,  wi thout  so  much as  a  whi f f  o f  mal ic ious
behavior .  An app  tha t  a l lows  c l ien ts  to  change  or  de le te  da ta  jus t  by
fetching a  URI is  asking for  t rouble  in  2006."  

There  i s  a  t ime for  us ing  GET and  a  t ime  for  us ing  POST,PUT,DELETE a n d  ALL
O F  T H E M  s h o u l d  n o t  t r u s t  t h e  c l i e n t  d a t a.  

P r o t e c t i n g  Y o u r  C o d e

As for  secur i ty ,  FORM var iables  are  jus t  as  easy to  modify  as  URL var iables .
However ,  the re  a re  severa l  ways  to  p ro tec t  f rom a t tacks ,  SQL in jec t ion  or
pla in  mischief :  

<CFPARAM> t ag  wi th  s t r ic t  da ta- type  and  sca l ing  wi l l  p revent  URL and
FORM var iable  abuse .  This  tag  b inds  incoming FORM or  URL var iables  to
spec i f ic  types  and  even  c rea te  defau l t  va lues  for  them.  

1 .

Use  of  <CFQUERYPARAM> i s  the  mos t  common form of  s topping
URL/FORM var iab le  abuse  wi th  d i rec t  SQL and  i t  makes  your  quer ies
fas ter  as  wel l  ( I f  your  db  suppor ts  i t ) .  Use  th is  tag  to  protec t  any par t  of
your  SQL s ta t ement s  tha t  come  f rom an  ex te rna l  source ,  even  ORDER BY
o r  GROUP BY s t a t e m e n t s .  

2 .

Get  in to  the  habi t  o f  adding  the  m a x l e n g t h a t t r i bu te  t o  cfqueryparam,  t o
l imi t  the  number  of  charac te rs /d ig i t s  to  b ind  a  co lumn wi th .  

3 .

Use  of  S tored  Procedures  wi l l  p revent  SQL in jec t ion  as  a l l  var iab les  a re
b inded  by  the  use  o f  <CFPROCPARAM>.  

4 .

Try  to  a lways  use  a  cus tom e r ro r  page  tha t  canno t  d i sp lay  to  the  use r  the
ent i re  e r ror  message .  This  wi l l  h ide  your  in te rna l  in format ion  and
encapsu l a t e  you r  e r ro r s .  

5 .

I t  i s  the  ro le  o f  the  deve loper  to  p ro tec t  the  da tabase  and  i t s  con ten t s ,  no
mat ter  i f  you are  us ing a  POST or  a  GET.  

6 .

Do no t  t rus t  the  c l i en t  on  the  incoming  da ta ;  a lways  do  da ta  type  check ing
and  au thor iza t ion /au then t ica t ion  check ing  on  the  se rver - s ide .  

7 .

G o l d e n  R u l e  o f  W e b  A p p l i c a t i o n s

Never  ever  ever  t rus t  the  incoming data .  I t  i s  YOUR responsib i l i ty  to
p ro tec t  your  code .  
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 Ca tegor i e s :  

t h e o r y 
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